| WANT TO BE SURE
MY DATA IS SAFE




JUST WHAT YOU NEED -

SECURE DATA

You might have read recent reports that questioned the security standards

of some production printing systems. And you’re right to be asking some

crucial questions: “How can | be sure my valuable data is safe from theft?” or
“How can | prevent data being stolen from my device or extracted when the

hard drive is removed?” The questions are far-reaching, but the answer is simple.

If your production printing device is from Konica Minolta, all there is to do is
activate its built-in security features. That can be done on your premises -

or prior to delivery if you haven’t yet decided which device to buy. Once the
AccurioPro SECURE safeguards are in place, you can be sure your print data
will enjoy uncompromising security. Your AccurioPress device and its hard drive
(HDD) will be protected to ensure your data is more than just secure - it will

will be AccurioPro SECURE!




AccurioPro SECURE

YOUR MOST VALUABLE
AND VULNERABLE BUSINESS ASSET

Of all your business assets it is quite possible that your data is the most valuable — and most vulnerable. But securely
safeguarding this asset could not be simpler: AccurioPress SECURE protects your documents, data and corporate informa-
tion, thus preventing any potential damage to your company’s finances and reputation.

Reassuring peace of mind

Hackers can relatively easily access devices if the default
password has never been changed. So we make sure each
admin password is changed from default mode to a unique
and secure password to prevent unauthorised access. We also
equip each AccurioPress device with a control mechanism to
ensure the admin password is most securely set, i.e. with a
sufficiently safe combination of characters and numbers.

Password-protected documents and hard drive —

no data can go astray

Business-critical documents can be stored on the
AccurioPress device’s hard drive. If you want an even higher
level of security, the hard drive can be encrypted to prevent
data being read, even if the hard drive is removed.

Automatic deletion of print jobs

When documents are printed in your business, potentially
confidential data is sent to the printer and temporarily stored.
To prevent access to such data, AccurioPro SECURE can be
set to automatic deletion mode - yet another way of safe-
guarding business-critical data on your AccurioPress device.

Continuous real time status of your security settings

For your peace of mind you can choose an optional applica-
tion that highlights at a glance if all your security settings are
still in place and re-enforced.

Key considerations for your printing security

AUTHENTICATION

IS ACCESSING YOUR
PRINTING FACILITIES SAFE?

DATA
PROTECTION

WHAT HAPPENS TO YOUR DATA
AFTER YOU SEND IT TO PRINT?

AUTOMATED RULES
ENFORCEMENT

ARE YOUR SAFEGUARDS
STILL IN PLACE?

AccurioPro Secure covers these three areas
and gives you peace of mind when it comes
to printing security.




IKONICA MINOLTA

THE SIMPLE ROUTE
TO SECURING DATA

How do Konica Minolta customers activate the award-
winning security features in their AccurioPress?

Simple. They ask Konica Minolta to do it for them.

— All specifications refer to A4-size paper of 80 gsm quality.

— The support and availability of the listed specifications and functionalities varies depending on operating systems, applications and
network protocols as well as network and system configurations.

— The stated life expectancy of each consumable is based on specific operating conditions such as page coverage for a particular page
size (5 % coverage of A4). The actual life of each consumable will vary depending on use and other printing variables including page
coverage, page size, media type, continuous or intermittent printing, ambient temperature and humidity.

— Some of the product illustrations contain optional accessories.

— Specifications and accessories are based on the information available at the time of printing and are subject to change without notice.

— Konica Minolta does not warrant that any prices or specifications mentioned will be error-free.

— All brand and product names may be registered trademarks or trademarks of their respective holders and are hereby acknowledged.
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